
Unless you know what you are looking for it would be hard to spot.  The  memory inside the    
device can then be read for keystrokes, with asci characters, so it is clear from the spaces when 
the 15 digits have been reached, and the next is valid dates.  Because they don’t intrude into the 
infrastructure or the intranet platforms they are not detectable by software programs, or anti    
virus systems and they don’t degrade the inputs from the keyboard so malfunctions will never 
cause someone to look for the adaptor.  They have no separate power source so they don’t give 
off a signal.  
 
If your computer is in a public area, it could be inserted by any customer who will return 
at a later date in order to replace the key catcher with another and harvest the data from 
the one that has all your transactions on it. 
 
If your computer is not in the public access areas, 
then please still check, as the worst case may be 
that your staff have been compromised to install it. 
 
Should a device of this sort be located on one of 
your computers, please contact the Police.  The 
forensic recovery of any evidence or data, may 
lead to those involved being identified. So leaving 
it where it is until Police have made their            
examinations would be better than simply          
removing the key catcher. 
 
Protect your business, your brand and your customers—stay alert! 
 

Special points of interest: 

● Un-couple your keyboard lead 

● Check there are no adaptors or key catchers 

● Replace the keyboard lead to your computer. 

● If you find one—don’t panic! 

● Contact local Police 

● Maintain vigilance for the months ahead 
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This is a key catcher that was discovered attached to a 
computer terminal in the Business Centre of a 5 star 
Central London hotel. 
 
But the facts are just as relevant to all businesses,  
particularly if there are credit card transactions or    
personal data that could be used for identity fraud. 
 
The key catcher was connected to the rear of a      
computer in order to capture any data that passes from 
the keyboard.  It is an adaptor that fits into the serial 
port, and then the keyboard lead is plugged into it. 

In ConfidenceñBusiness Alert. 


